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1. Preface

AsAudit module is a part of Asix system. Its basic task is the adaptation of Asix
to the requirements set during the validation of systems designed for food
processing and pharmaceutical industry. AsAudit replaces the independent
authorization control systems utilized by individual Asix modules with one
central user signup system.

AsAudit module supports the following functions:

User log-in and authorization control system
Operator’s notepad

Logging control action performed for selected variables
Logging the operator’s actions

Application integrity control

1.1. Database server

AsAudit operation is based on application of SQL database for storing the
configuration data and logging data collected during application operation.

To use AsAudit, Microsoft SQL Server 2005 should pre-installed. Free Express
Edition, downloadable from page: www.microsoft.com/downloads can be used.

During installation, it is recommended to select a mixed user authorization
mode (SQL Server/Windows NT).

1.2. Components

AsAudit module consists of the following programs:

¢ AsAudit console

The basic program, which should be running for the entire duration of
application operation. It is responsible for user log-in, checking the

authorizations and collecting information on application operation.

To run any application utilizing the AsAudit function, the Console must be
started as the first Asix application program.
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1.3.

1.4.

e AsAudit browser

Program used to browse and analyze data collected during the application
operation.

e AsAudit configurator

Interactive configuration program for application parameters.

Configuration data structure

Configuration data of AsAudit application are stored in two locations:
e XML file

XML file stores a minor part of the configuration data. These are: database
access parameters and Asix application launch parameters.

The name of XML file is given in command lines launching the AsAudit
programs. Due to file integrity protection, XML file cannot be created manually
— it must be saved with use of AsAudit's configuration program.

e Application database

It stores all remaining configuration data. Similarly to XML file, due to integrity
protection, the contents of AsAudit database configuration data cannot be
modified with tools other than AsAudit Configurator.

Multi-station configuration

In case of network (multi-station) configurations, a single database located on
a selected station is used. XML files can be different, on condition that identical
database access parameters are defined for all of them.

AsAudit console has an embedded protection against loss of database server
connection. During start-up the Console, if necessary, uses a local copy of
configuration data. Logged data can also be buffered locally, until the
connection with the database server is reestablished.
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2. Functions of AsAudit module

2.1. User log-in and authorization control system

AsAudit module allows for controlling access to the following asix application
components:

e System functions

Some system functions (e.g. exiting from the application, alarm
exclusion) can be blocked for unauthorized users. Parameterization of
access rights to the protected actions is performed through indicating
users, who ARE ALLOWED to execute such action. By default, the action
is blocked for all users.

e Files

Selected files can be protected against use by an unauthorized user. In
such case, the operation is blocked.

By default, files are not protected.

In some cases, the application software may ignore the access rights.
This pertains to files loaded by Asix in the context of all users, e.g.
alarms system configuration files.

e Process variable control operations

As Audit can control the attempts of sending controls to selected
variables. Visualization objects of Asix masks will automatically block the
function selecting new values, if the user does not possess the
appropriate rights.

By default, the control operations for a variable are not protected. At the
same time, regardless of AsAudit protection, Asmen utilizes its own
standard protection mechanisms on the level of communication channels.

AsAudit allows for creation of user groups. Groups can be used during
assigning authorizations for protected application elements, in the same
manner as normal users.

Furthermore, it is possible to define a default user, who will be automatically
logging on during system start-up and after each logging out of another user.
This mechanism allows to define a minimal authorization level available for all
application users.

The database registers all user log-in operations, and also all events of
attempted unauthorized access to application elements.
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2.1.1. List of protected system functions

The following table presents a description of system function controlled by

AsAudit.
DESCRIPTION Group
Right to parameterize AsAudit application. Allows for use of AsAudit Configurator. AsAudit
Right to close AsAudit console, which is equivalent to closing the entire application. AsAudit
Right to browse the archive of performed controls in AsAudit Browser. AsAudit
Right to browse the operator’s actions archive in AsAudit Browser. AsAudit
Right to browse the archive of notes and events in AsAudit Browser. AsAudit
Right controlling the desktop protection function. Lack of permission means that the System
system desktop is blocked for the user.

Right of As program administrator. Functionally equivalent to administrator level in As log- As
in system.

Rights of the 1° level password of As program. Functionally equivalent to rights of the 1 As
level password in log-in system or password system of As program.

Rights of the 2™ level password of As program. Functionally equivalent to rights of the 2™ As
level password in log-in system or password system of As program.

Rights of the 3" level password of As program. Functionally equivalent to rights of the 3" As
level password in log-in system or password system of As program.

Rights of the 4™ level password of As program. Functionally equivalent to rights of the 4" As
level password in log-in system or password system of As program.

Rights to switch to Designer mode of AS program. Identical as Designer lock option in the As
initiating file of AS program.

Right to change the time of AS program. Identical as Time change limit=0 in the initiating As
file of AS program.

Right to edit AS program reports. Identical as Editing lock option in the initiating file of AS As
program.

Right of interactive choice of custom mask. In AS program, the function is protected As
within Change lock option in the initiating file.

Right to use the AS file manager. Identical as FILE_ MANAGER_LOK option in the initiating As

file of AS program.

Right to close As application. Identical as Application closing lock option in the initiating As
file of AS program.

Right to change the alarm filtering settings. Identical as option setting the authorization As
level for changing the filtered alarms — an option in the initiating file of AS program.

Right to change the alarm sound signal settings. Identical as option setting the As
authorization level for changing the alarms signaled with sound — an option in the initiating
file of AS program.

Right to change the alarm exclusion settings. Identical as option setting the authorization As
level for changing the excluded alarms — an option in the initiating file of AS program.

Right to edit As program tables. As

Right of AsTrend program administrator AsTrend

Right to save the trends’ configuration file AsTrend
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2.2. Operator's notepad

Operator’s notepad allows the system users to enter custom texts. Notes are
entered in the AsAudit Console window. Operator’'s notepad is not
parameterized.

2.3. Logging the performed control operations

AsAudit can register the control operation performed on selected process
variables.

The following data are registered:
¢ Moment of control execution
ID of the logged-in user
Name of machine performing the control
Value of process variable before the control operation
Control value
Value sending status

Parameterization (choice of variables) of the control operation logging is
executed in the variables database by setting the ControlLogging attribute to a
non-zero value.

2.4. Logging the operator's actions

AsAudit can register some actions of Asix system operators. It is possible to log
the following operations:

Mask opening

Mask closing

Table opening

Table closing

Trend opening

Trend closing

Change of AS program status (beginning, end, switching to Designer)

The type and object of operation (e.g. mask name) is logged, together with
event time and the ID of the current user.

Parameterization of the operator's actions logging is executed in the
configuration program and consists in definition of the types of registered
operations and names of computers, for which the logging is performed.
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2.5. Application integrity control

Application integrity control consists in verification of the contents of the
database and the selected files used in the application. Configuration program
calculates the checksums of the indicated files and the database. Checksums
are verified during the system operation. In the start phase of the Console, all
controlled files are checked. If discrepancies are found, user may decide
whether the application start should be continued. Additional tests are
performed on each attempt of access to the controlled file — in case of error,
the operation is blocked. Each integrity error is logged in the database.
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3. AsAudit module programs

3.1. Console

AsAudit console is started by means of the following command:
AsAuditConsole configuration_file [/protect]

The mandatory parameter configuration_file determines the name of xml
configuration file of AsAudit application.

Optional switch /protect enables the desktop protection support (locking the
taskbar, Windows function keys, etc.) By default, the protection is disabled. If
Console is used, As32 program of Asix package automatically disables its own
desktop control.

A very important element of Console start is the application's start directory,
which has to be consistent with the base directory of the files being the
components of the application. This is a result of the fact that all filenames
used in configuration of AsAudit application (protection of file access and
integrity control) are saved in the database with relative paths (relative
towards the base directory).

Console start can be linked with starting the As32 program (if the configuration
file contains the As32 start parameters). This allows to start the entire Asix
application from a single shortcut on the desktop starting the AsAudit Console.

The Console monitors the changes of configuration data. If change is detected,
the Console automatically reads new configuration data from databases.

M AsAudit Console - AuditAcidFactory =10l x|
: Fle \View Help -
‘ a op1 (operatorl)

[ . J
.

Ewent viewer :‘] Mew note

Drate and time Type  [=]|Text
2007-08-24 14:35:16 i Azdudit Console, version 1.00.011
p|2007-08-24 14:35:21 ._ig' Usger opl[operatorl] iz logged in

ME ) DY 4] [+
T
|I= | g |E:\Documents and Settings\BPiNAuditdcidF actany. <nil i
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Console window consists of two switched panels. The upper one is used for
user log-in. The lower panel contains two tabs:

e Event viewer

It is used to view messages related with current operation of AsAudit
application. These are not the messages logged in the database. Part of the
messages are copies of events saved in the database, the others are related to

operation of AsAudit module software. Messages from "Event viewer" tab are
saved to disk in aswork_console.log file.

¢ New note

This tab allows the operator to enter a text note.

3.2. Browser

AsAudit browser is started by means of the following command:
AsAuditBrowser [configuration_file]

The parameter configuration_file determines the name of xml configuration file
of AsAudit application.

If the filename is not given, it is possible to select the configuration file later
on, by means of functions available in the Browser menu.

If Browser is started with operating Console, configuration file parameter is
ignored — the configuration file given during Console start is used.

=
: Fle View Help =,
"1 opl (operatorl)
C > |
‘@ Motesz log W Cartrls log | W Actions log
‘ Drag a column header here to aroup by that column =
Date and time Ed Category Ed Importance Ed Mote text Ed User v | .
2007-08-24 13:33:54 L}% j/ Configuration data writken BF
2007-08-24 13:57.07 b i Configuration data written BP
2007-08-24 13:53:03 e i Configuration data written EP
2007-08-24 14:01:28 S i Configuration data written BP
2007-08-24 14:11:29 b i Configuration data written BP
2007-03-24 14:12:48 3‘%}’ j/ Configuration data written BF
2007-08-24 14:13:08 S i Configuration data written EP
2007-08-24 14:33:22 33\34 j/ Configuration data written opl BF
pf 2007-08-24 14:35:21 /J !/ User opl(operatarl] iz logged in opl BF
[~
R [«] ]
| T Ced |C:\Documents and Settings\BPivAuditdeidF actony. sml 4
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The window consists of two panels. The upper panel is used for user log-in. It
is active only when the Console is not running.

The lower panel contains three tabs used for analysis of data registered in
AsAudit application database:

e Actions log
Browsing logged operator’s actions, e.g. mask opening, etc.
e Controls log
Browsing logged control operations related to process variables.
e Notes log
The collective event log. The following categories are used: logging events,

access rights violations, integrity violations, operator’'s notes, configuration
changes.
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3.3. Configurator

AsAudit configurator is started by means of the following command:
AsAuditConfig [configuration_file]

The parameter configuration_file determines the name of xml configuration file

of AsAudit application. If the filename is not given, it is possible to select the

configuration file later on, by means of functions available in the Config menu.

If Config is started with operating Console, configuration file parameter is
ignored — the configuration file given during Console start is used.

Il
J File WView Tools Help s
g"% Basic Parameters | Security user options (operatorl)
Hl& lgoeiﬂit}, Settings g Groups 5&? Rights @ Wariables |':_i Filez
- Users o
2 [irag a column header here to group by that column 1
-Q;-Uaserogzzfjos[z Right description Ed Group B3 Allowed B3 Status B3
5 Rights #|AsAudit application configuration right AsAudit
B Security variables AsAudit application termination right AsAudit EEH
ﬂ Security files Operating system functions are not dizabled Spstem O
; _7 ACUDOS Iogging A program administrator right Ay O
Q Interity Az program level 1 rights Az O
Az program level 2 rights Az O
Az program level 3 nghts Az O
4| Az program level 4 rights Az O
Switch to designer mode right Az O
Time chanhge operation right Az O
Feports edition right Az O S
Interactive selection of any mask As O
Az program's file manager execute right Az O
; = = Az application termination right Az O
v \ . Alarm filkers settings change right Az O
SN Alarm gound zignalz settings change right Az O
Confi i) Alarm exclude zettings change right Az O
Az program’s tables configuration right Az O
2007-08-24 14-06-55 Dperator actions archive b right Ashudit d;z DE
EEEN L [+ >

The Config window consists of two parts. In the left side of the window, a
navigation tree is located. Its shape depends on the current Config context and
a list of defined users and groups. Click on an appropriate tree element to
switch the contents of the panel in the right part of the window, used for
application parameterization.
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3.3.1. Creating a new application

e

JEIE View Tools Help =

5% Basic Parameters | Basic Parameters

r Application

Application name: | I

Application catalog: |E:\Documenrs and Settingz\BF I

rDatabase

Server name: |

Authentication made: |

Databaze name: | I

I Database settings

Frint styles: | I

&S50 Application

Az program parameters: | I
C a—
== Tr. WarBaze: | I
A=\ el e
A A Al Al ] 7
WarBase inteqnty control O | Check iftedriti |
Config

2007-08-24 13:27:10

Use button Database settings to start the procedure of AsAudit database
creation. The following dialogue box will be displayed:

Database settings : 5[
SErvEl Name: |EP\5QLE><F'HE55 = I
['atabase name: it |

Authentication mode:

| Ok | ‘ Cancel |
r Adrniniztrator access parameters
Authentication rmods: |Windnw3 NT - I
zer name: | I
Paszswond: | I

Determine here to sever location and the database name. If Server name field
is left empty, the database server running on the local machine will be used.

Authentication mode usually should be set in the original setting of SQL Server.

Administrator’s server access parameters are used only in one moment —
during the database creation. If Windows account, in which the work is

©ASKOM, Gliwice 13
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performed, is an administration account, Windows NT mode can be used. If
not, SQL Server authentication should be usually used, and the server
administrator's account and password should be openly given.

However, the authentication rules may be different, depending on the security
policies adopted in the company.

When OK key is pressed, the following window will be displayed (unless the
database of the given name already exists):

x
Database backup fle |"NEW emply database" o I
[ atabage folder |"5QL Server default file directony” e I
Ok | | Cancel |

Database backup file field is used only, when the new database should be
created on the basis of possessed backup copy of another AsAudit database
(e.g. during database migration from another server).

Database folder field is used to determine location of files, where SQL Server
saves the database (only if the files should be located in a non-standard
location).

When the database is created, the next step is to define a user with rights to
edit the AsAudit application. For this purpose:
e Select Users node in the navigation tree
e Enter new user in the working panel
e Select Rights node in the navigation tree
e In the upper part of the working panel, select AsAudit application
parameterization right, and then in the lower part of the panel check the
checkbox in the line of previously created user.

The last operation in the new application creation process is the Save function
from File menu in order to save the configuration data in the xml file and the
database. The xml file created in such manner is later used as the start
parameter for Console and other AsAudit programs.

14
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3.3.2. User login

All changes of AsAudit application parameters require the right named AsAudit
application parameterization right. When Config is started and xml file is
loaded, the first operation is to log the user on. It is performed in the Login

panel.

™ AsAudit Config - AuditAcidFactory

JBIe View Tools Help

5% Basic Parameters
BN
=t Security Settings

y Users

& operatort

a operatar?

iy Uszer groups

- Rights

Securty variables
ﬂ Security files
Actions logging

Q Irtegrity

Config

2007-08-24 14:04:55

1o x|
| User login
Uzer login
Usger D: | I
Faszword: | I

Config does not fetch the current user from the operating Console. A direct
login in Config program must be always performed.

©ASKOM, Gliwice

15



Introduction

AsAudit documentation

3.3.3. Basic parameters panel

Basic parameters panel is used to create AsAudit databases and to set

parameters of global significance.

™ AsAudit Config - AuditAcidFactory e

]Ele View Tools Help

=10l x|

g‘% Basic Parameters

€4, Login

_"j Securty Settings

=t g Users

- B operatar
g operatar2

| Basic Parameters

r Application
Application name:

Application catalag:

|AuditﬂcidFactory I

|E."Aslx".fl'«p-iika-:-ie'\.\N'_ulw-:-n'.ia_h.wasl|'\.Eia:a I

gy User groups
-~ Rights

rDatabase

Security variables - :
H B Security files Server name: |EF\SULE>\PRESS I
Actions logging -
5 Intedrity Databaze name: |a'J"-‘I' I
Authentication made: [wfindows NT |

| D atabase settings
<

Frint styles: | I

— A51% Application

- A% program parameters: !W’ytwornia Famasuxml I
! 72
WarBase: |Baza_2miennyc:h_mdb I
o A T
it 220 4 "
- ‘YarBaze integnty control ] | Check irteaity |
I

2007-08-24 14:04:12

Application name field allows to name an application. The name is displayed on
title bars of AsAudit programs.

Contents of Application catalog field cannot be changed. The application's base
directory, resulting only from the location of the application’s xml file, is
displayed there. The relative paths to all application files are created in relation
to the base directory.

Fields in Database group show current parameters of AsAudit application
database. Database settings button allows to change those parameters.

Print styles field, with an integrated button is used to create printout styles
used in AsAudit application.

AS program parameters field should be set only if start of AsAudit Console
should be combined with start of Asix visualization application. Those
parameters are saved in XML application file.

VarBase field with integrated button is used to enter the variable definitions
database parameters. The variables database contents are shown in the
working panel during definition of variable writing protection policies. If
VarBase integrity control field is checked, the contents of variable definitions
database are also controlled in the aspect of application integrity. Check
integrity button allows to check whether the variable definitions database was
changed since the last calculation of the database contents checksum.

16

©ASKOM, Gliwice



AsAudit documentation

Introduction

3.3.4. Default user

Security Settings node allows to define the so-called default user.

™ AsAudit Config - AuditAcidFactory

JEIe View Tools Help

=100 x]

Q&, Login

5% Basic Parameters | Security options

Security Settings r Default user

y Users

User:
2 operatar]
a operatar?

Uszer groups rLogin rule:

- Rights

Login period:
Security variables
*_ﬁ Security files
-} Actions logging :
Q) Integrity Start tirne:

"] Time synchronization

{ "3 J

PN AN TS
Bt Vel A e W ___E

Config

2007-08-24 14:05:44

AsAudit programs during start-up automatically

log the default user in.

Similarly, when one of the users logs out, the default user is logged in in their

place.

The default user mechanism allows to set a minimal scope of rights available

for all application users.

©ASKOM, Gliwice
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3.3.5. Meaning of displayed icons

Icons displayed in the working panel tables have the following meaning:

U/G column

(=] normal user
(=& group of users

Status column in Rights tab in the user/group panel

None none user possesses this right
#]J user has this right
4 user does not have this right, but another user has it

Status column in Variable tab in the user/group panel

None variable writing is not controlled, all user can perform
variable control operations

W user can perform variable writing

L+ user can not perform variable writing

Status column in Files tab in the user/group panel

None file access is not controlled, all users may use it
W file can be used by the user
L+ the user cannot use the file

Used column of Rights panel

None none user possesses this right
vy the right was granted to at least one user

Protected column of Variable protection panel

None control operations for the variable are not protected
L+ control operations are protected

Protected column of File protection panel

None file access is not limited
L+ file access is protected

Status column of Integrity panel

None file is not controlled

g newly added file, not registered before

W file compliant with the previously registered version

x controlled file does not exist

o protected file has a changed content

";9 protected file has a changed time, but the contents are
compliant

(%] error while checking the file version

18 ©ASKOM, Gliwice
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3.3.6. Updating the application integrity data

If only updating of application integrity data (checksums of files) is necessary,
open the application with Open command from File menu, and then use
command Save. Config will ask whether the integrity-related data should be
updated. If confirmed, Config will recalculate the checksums for all files subject
to control.

Request to update the data integrity appears before each saving of the
configuration data. Negative answer may result in change configuration data
with maintenance of unchanged integrity data.

©ASKOM, Gliwice 19
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4. Modification of database structure for control
logging parameterization

Choice of variables subject to control operation logging is executed in the
variables database by setting the ControlLogging attribute to a non-zero value.

This attribute was not previously present in the database. Due to this fact, it is
required to create a new variables database extended with ControlLogging. For
this purpose, add the following entries to the database scheme file, which
serves as the basis for database location:
e In section [Attributes] — add line "ControlLogging = N, "
o In section [LocalAttributesNames] — add line "ControlLogging = 1045:
Control logging, 1033: Control logging"

When the scheme file is modified, use it as the basis for creation of new
variables database by means of Variable Database Editor or Variable Database
Manager.

©ASKOM, Gliwice 21
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5. Controlling AsWork module programs from
Asix applications

It is possible to control the displaying of AsAudit Module program windows from
the level of Asix visualization application. This is executed with ASAUDIT action
of the following syntax:

ASAUDIT window_type,window_parameters

Window_type parameter allows to select window to be activated. It can take
the following values:

o KONSOLA, CONSOLE — AsAudit Console window

e KONFIGURATOR, CONFIG — AsAudit Config window

e PRZEGLADARKA, BROWSER — AsAudit Browser window

Window_parameters parameter is not currently used.

If Config and Browser windows are activated, and those programs were not
previously started, they will be started by ASAUDIT action.

The use of AsAudit Console also changes the functioning of other operator’s
actions related to password and user handling — the actions are locked or result
in opening of the Console window.

©ASKOM, Gliwice 23
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